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ABSTRACT

In order to overcome the limitations of the rule-based intrusion detection system due to changes in Internet computing
environments, the emergence of new services, and creativity of attackers, network anomaly detection (NAD) using machine
learning and deep learning technologies has received much attention. Most of these existing machine learning and deep
learning technologies for NAD use supervised learning methods to learn a set of training data set labeled ‘normal’ and
‘attack’. This paper presents the feasibility of the unsupervised learning AutoEncoder(AE) to NAD from data sets collecting
of secured network traffic without labeled responses. To verify the performance of the proposed AE mode, we present the
experimental results in terms of accuracy, precision, recall, fl-score, and ROC AUC value on the NSL-KDD training and
test data sets. In particular, we model a reference AE through the deep analysis of diverse AEs varying hyper-parameters
such as the number of layers as well as considering the regularization and denoising effects. The reference model shows the
fl-scores 90.4% and 89% of binary classification on the KDDTest+ and KDDTest-21 test data sets based on the threshold
of the 82-th percentile of the AE reconstruction error of the training data set.
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7IAE<(ML: machine learning)@ H#4
(DL: deep learning) 71&& A = 4 €7 &
A-Io M JHEJO /d :LE]EL 74.#5% u]xd Computer
v131on) 5 ‘ﬂr%" okl A - AFAQl s
o] o] Shrh(1). ¥uk ofet, lefl A5H 3
wskel A2 *1‘3]15 =¥, 1eja A|53tE
AAEY  oFgt FHeR g FAH-7|Ek
(signature-based) AR A 2~ (IDS:
intrusion detection system)<] HAAHS 5
7] $131 ML/DL 7|5 243t vIES = oAt A
(NAD: Network Anomaly Detection)ol] ™3
FHalo] A ZE] 3 9Jrh(2).

20094 Tavallaee et al.[3)e] IDS 452
Z3}7] $13 NSL-KDD dleolg A(4)S Xﬂ%‘?bA‘
°]5 o]£3 SVM(Support Vector Machine),
MLP(Multi-layer Perceptron), Naive Bayes
& 22 ML dx=5& AH-g NAD A& 19
o}, o]F, o]F dloJe AL g3l ML dxeld

ot

¥ welzl  CNN(Convolutional Neural
Network)} RNN(Recurrent Neural
Network) 5 DL 7]$2 &43F @2 NAD <+

o
AEo] HEEAUCH5,6,19). olE H¥Ee 7|&
ATEE VES=z  EdY HIzcs=Ee] AHA
(normal)” & ‘FA(attack)2z dHol&d
(labeling)® £ dlolg] A& o]43l= A =dhs
(supervised learning) Z9& ARgslict uje}
A olg A AFE AA| WESH I A L37] 930
As A vEICAN 3"
(ground-truth) @#o]&3%l =43t 7H-’Fv°4 3
el A TA AEGUL FrE F4 doly
a3l TEAoE ARAle vES A
F7AoA ol & —E 38 ey A grr) gAY &
7Fesithd, ol & 7lEE AR A2 A B

Ao] Hr=s]

o= Wk g A A ~g] G ocheksk wel
AR W% AA UESZ A4 chekit 24
Adel st 238E MEYa EdES drsis AL
7 ek R olet, A UEYA Edge
2XE AL FAS A delsdste 2
& o ol SR A A FoHT). w
2ha] 2 =elAs A AlEs A vENA
Egflgubs o]83le] Sl WA =Sk

(unsupervised learning) =®¢l 2 <47y
(AE: AutoEncoder)& |43 NAD 7]l sl
i

AEE vIAES: 5 #eolEsA] o2 &3 dlo]
B Als ARSske] 9l dlelee] agHel xd
(representation)& & = e AT A7t

M

olelgk d& Z(coding)olztar 3, o]dl 2]
L2 dupdow ql¥Eur) A Fo A4S 7V]”i
AEE HA ¥ 24 %2 (nonlinear
dimensionality reduction) 7|&=2 2| W] A}
45 gleb8.9). 53, 5% Zlewe= AEZL v}
Fg wobllA ol HE VIEEE &4 olvk=
Zloltt. ¢l& ¢, Borghesi et al.(10)& 37
IFE e 01’“& ZAZEseen], Sakuradas}
Yairi(11)= 549 #vl = (telemetry) Hl
o€]9] o|-& HAZstar, 1ela 71¥A]l AE =Y
mal oz} WEyE AE 2dS 383 NAD Ho}
o i3t A7t o %EE]EL 9itH(12,13,14,15].

AES #8431 NAD Hold didt 7|2 A4z}
5 AR vx R & Fo]lEde] H2 dle
el T3 ol AES A% AEFA F
AHE(12), softmax & F7H13,14), =2 3jolo]
g}2}v|e] (hyper-parameter) AA(15) & 3l
HolLal®l < ‘ﬂ"]ﬂ AL 873} & o)E 7]

£ ATEE ARE BE5IU ol
dole] A% Doz el mey spols
A 2l 498 AT Sush)

7] A A w3 L A dlelE Al AR
dof gt ¥ =welx= IDS ¥ NADE ¥ &
<+ 71¥ d7=°] AH88= NSL-KDD dHlel# Al
(3,4,17)% &8’} NSL-KDD dle]g] A& &
ds %1%  KDDTraint+¢ AEE 93

KDDTest+<¢} KDDTest-215 Ak}, shx]qt,
d¥ 712 QA75S KDDTrain+9 4% A& o
AT 2 AMEsl] =& As ZAIE HolAY
(12), KDDTest+7 AM-sbAv(14,15), F2
NSL-KDD dlo]g] 2] o)A wA-S AH8-3}ei(13)
=2 A% AFIE A= oiFE Waka itk &
=l KDDTest+¢ KDDTest-21 A3%
dlole] Alell gt 54 Hmr=e] Aot A $lo]
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Analysis) Ht}t ol AE AHI=I} =35 By

o},

Chen et al.(12)2 #AEFAH =& 283 AES
o]4-3] NSL-KDD dlole] Ao gt NAD A&
Bk aeh o] 52 F8 dlol] Al d¥E

2175 (cross-validation) dHlelg] Aoz A}8-gt
Ao AFE Belozy Ful A Hey mdd 1y
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F2] ke A dlolE] Al g Axbe Feldd 4
C Rk ohue} oAk &S 413k AES] REC
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AR Y 2 F2E AQkela HolE¥E ey |
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& 3 A=A ke wdel k. leracitano
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. LEANTH(AutoEncoder)
3.1 7|12X9l 2EATAE(Basic AutoEncoder)

(28 DellA B%e], 71243l AE= dF WE
x€ER? = Mlgm <z
z=f,(x) =s(Wx+b)& &3 ]
%3  (hidden representation 22 latent
vector) zERY 22 FAITHO/IA, s& B
3Fe(activation function)Z vehith)., W
d xd 7}¥%4 4 (weight matrix)e]i b & u}
oloj~(bias) HEelrt. ZHHE latent WE z+=
gay 29 y=g,(z)=s(Wx+tb)& &3
“A44 (reconstruction)” #e] yERY = vwj=l
ot} A i-th (i=1, ---,n) AA 54 do]g
A xﬁ) (d A2 = dzriel o3 latent #e]

d A A FaF 3 oA gz o)

D(d A= A DY, dzdel tmde] A
= =l d}ejolE] 0 = {W,b}el
0 ={W.ble =¥ AW  LHRE:
Reconstruction Error)E #Aslles 419} 2

o] 3% 3t(8,9].
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ABE WA s 2AE AR S BAZ bl
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AE7} sk gog 29 ye &4EA 4 x
5 7Fee 7MAl s "ok e Fa 2
He yrt x7t obd zo] AR Foln AFHow
x 2 374 (stochastic) v Az} e},

IV. SENTCE #28s WEYT 0/A 2E
41 N8 2

AEE A Ayl $6, 2 dFelAs
Intel core i7-9700K 32GB RAM 64H|E 1%
$210 NARAFEE A3t =3 NVIDA
GeForce RTX 2080 8GB GPU%E Al-gste] ¥
A7 dEAZT St (Python) W THES
o}l F¥E] XxEX(Anaconda Jupyter
Notebook) HZ 6.0.0)S AH8-38la ol o3t
thokgk AE 2l /S 98 Algta(Keras) WA
2.2 4-tf5 A Fskgic). gk dlele AAY
R L o R = b B S AR
(scikit-learn) #A 0.21.1% AHg-slsich.

4.2 NSL-KDD G|O|E{ Ml

NSL-KDD dHle]&] 42 NADE $I8 de fecto
dloJe] AloR At = A4 d 5k A AAA R A}
453 9lvH2,5,6,18). £ =delAe 2l FHS
ol KDDTrain+elA “Aaez #Hol&s dzc
F=9 80% = T8 o2 AMsta A 20%

2l AZE(model fitg 3 wA4E4
3 ARgslodeh. gk shEl mdle] s 53
7] $18l, KDDTest+%} o] dlole]l Al W &0l
S0l #HFZ=E A)92d KDDTest-21 A& dlo]¥]
48 8-83kt}. Table 1.2 NSL-KDD dlo]g] Al
| Algshs &3 2 A dlole Ae dz=(AE)
BolEh A4S dlely] Al Test-219] 4
A FA AE ol gle] EdHE o] Fa
o}, webd Test-219] ZE AWES I

ez oozl AEE(accuracy)
8%% HolA Hr}t wehd Test-21 dlo]g] Al
S A" AS, dedA AgRE BT Zlo] of
Yzl  ROC(Receiver Operating Characte-
ristic) AUC(Area Under Curve) 52 X33t
thokel ASARE a8l Agket muls HAIstedor
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Table 1. Number of records of NSL-KDD data
set

Total Normal Attack
KDDTrain+ 125,973 67,343 58,630

KDDTest + 22,544 9,711 12,833

KDDTest-21 11,850 2,152 9,698

NSL-KDD dle]e] Ae] 7 #di=se 41749
%A (feature) #F 40718 24 Esjez #Hol&
o] olt}. o]& &4 F WF (categorical) &4
2 21-3F 7 (one-hot encoding)S £3l A

gl wgtsle] HFA R 7 AEEE 122
el &4 grom Wkl wak 7 &4 gh(
2@k (z )3 AN (2, )= ARS8 o
o] 0~1 Ale] #e 4dEZ Atst 44L& %

=3

AT

oo

ghor = 1t “min (3)
Thmax — Lmin
s n ol 2] = KDDTest +<}

KDDTest-21 delg A W 2 AES AX
(normal)® 74 (attack) && FE3}= 27 2FH
(binary classification)& H%Z gt}

Fig.1.o14 A®3 wie} o] AE: dzrje} ¢
Fr FRog FREH o vESA F2E A
o 2 AT o Fig.3.3

......... O
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”””” O &
____________ O
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Fig. 3. Fully Connected AutoEncoder
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Zrol 713 718441 <H4 A4 (fully connected) vl 252E AABRTHelEl, F12 shallow,
22 R} 9 32 deep, 1Bl ¥4 5% stacked® A
Figd.= AzaE: ol&sl ¥ F(wd ). dE 9, Fig.3.2& 3 47} 33 deep AE
122), A32H 3+ F(wd 4 6470), latent 3 o] "o} w3t Al AR HA] theket ghel &
(74 4 3270), "2y 3E (R 4 640), A HEE HAE ot & el deep
g v FH S (Fd o 122708 7A4H AE®] A= A7F 0.19] 2dS Hods md=2
AE Rdl$ BojEr) AAsta A5 stels] gletvrle] o] Wstel| wE A%
Hels vl BN =0.1 AHel disix+=
& =rollA] AR AES] F8 slold] IEhvlE 53804 Ad). § =Y 2Ed oAgdE
2 UESZ 7Y e o 2l (confusion matrix)E &3 chkdt AR
- d.FH S AR} 4 1(shallow), (metrics) & AAZE 5 A7), £ =Eelxe
3(deep), 5(stacked) Agde AUT AdE 287 f1-454ES FL A
- # A3} (optimization): Adam LA me ALgsh),
- 3+E(learning rate): 0.001
- 843} g (activation function): relu 4.4 FRI(Regularization)7} HHHEl 2AIES
- =4 F 243} g sigmoid
- =] =7](batch size): 1,024 #2717t 2o Eq.(1)el] Jehd 24 342 »
- ol = (epoch): i 1,000 9 sebe § ={W,bjet 0" ={W', b}l
- 27] $8 3| (patience): 10 & HastshA Hr} ol EHISE thE Eq.(4)
- A (regularization): L2 9} zro] HAl(regularization) & EFAFC
- 94 Z=(N): 0, 0.01, 0.1, 0.2 A EA 7EA (weight) 7 AWUAA 2 3h& 714
A ZIEE FAFeEN FHE Bl seAs)
o] Hed 2 vBVx 2 AEE =7} e H g (overfitting) F1A $x= g} FH  FF
A= stols Fhejrle] AlEle| w2l AgE] o E A FZele e A4 A=E 5733}74] o} 2 =
s AFE HolA =t A= A o]y gt ol M= A7k wEef el & F-dgH(unique)
ve] AdE $l8 B AF deleE T3t A4S e 7= 1y —TA 7%“]4 xﬂ:é" of wl#sh= 1]
planshs zpslo] Masie & wdeld ol ge 2oh 2 apgaiii20).
43 vl aEAE :L l i gk stols zieiv]
EHE ’HE—‘T}‘E&E} 53], AE ®2dle] F #(3l¥3 = 0%, 0'* =
o 22 A= 1, 3, :LEL]_ 5E T3l A% : n
argrg,ln%i;{[/(x(i), y(i))Jr % 1wl 2}
autcencoder . summary() (4)
Model: "nodel 13"
Layer (type) Output Shape Param # V. /é'?:‘. 7E1:"|'
input_6 (Inputlaver) [(Mone, 122)] 0 _ _
dense_24 (Dense) (None, G4) 7872 5.1 A~ 2H2| Y27 2
cene 25 (Bene (hene, 32 = NSL-KDD KDDTrain+ &2 dlole] AleiA]
cense 22 (bense) (Hore. B4 At el ASES FE] ARS shsbd Heh 8
dense_27 (Dense) (hNone, 122) 7930 & A H o E=Z S 1.00032 7)Few HAF
Total parans: 19,934 (over-fitting) & WAl $13 =7 FE AR~
Trainable parans: 19,994
Non-trainable parans: O EarlyStopping) & 13 A &3 Al % 20%=
XAZF de|H 2 #83ta, wA7lF Aol 103

Fig. 4. Keras AutoEncoder Modeling



AR B 583 =77] (2020. 8) 623

e

ol AE-4 RE(Eq 2)-‘;L
NADE ZA&E3b7] 913 S22 283t & ARS]
3 A3 M
Hrl

e

ohe AES A% A4 latent WHE WS
% §17] wEe] v 2 RES vehd Aold) e
223 FARE 014 A4

7%, Train+2] A4 AEE 34 US55 g
RE #e 2% li‘”l—r‘“/} OdellA HZo] o]l&
RE ¥#x& 2l 2folE & 4 it}

Fig.6.> d&d AE zdld  AF  dHlo]
KDDTest+<} KDDTest-219] A4 2 34 A
Zo g RE 3o #25 77 BojE) o)lE 4
I O AEY] g ‘ﬂ"]ﬂ ‘“"ﬂ Eﬂﬂ A}
(Fig.5.)¢} mlastsd A4
29 Apol7} thi FE
T AZ Axte] digk RE

Mg T

Fig. 5. Reconstruction error distribution of
NSL-KDD Train+ data set (Left: Normal
samples, Right: Attack samples)

a0 = peconstructon_emor | 1200 —=peconstructon emr

n
000 002 004 006 008 olo
Reconstruction Error Reconstruction Error

= Reconstruction_error | 1200 —Reconstruction_error

000 002 004 006 008 olo
Reconstruction Error

20 J .
. . M

Fig. 6. Reconstruction error distribution of
NSL-KDD Test+ (upper) and Test-21 (lower)
data set (Left: Normal samples, Right: Attack
samples)

Fig.6.<14 —“L*E“’] Ao s o] oje Al
Z5% Zolt KDDTest-219] 7%, KDDTest+
o mla AAF= FAE 3 RE 22| 3o]7} ¢
% FoE AE B 4 9tk Fig72
KDDTest-21¢l] tHdF RE #2292 x5 HYSZ Zo
4 0~0.001 *}0194 %z% io:lfu} 13
A BEo] RE7} &
of digt RE #x%9 x}ol
t}.
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é
0_L4
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o
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o 0
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Fig. 7. Reconstruction error distribution of
KDDTest-21 data set (Left: Normal samples,
Right: Attack samples)
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o 3t RE #%9] n-th —rHT(percentlle)
71E R ARgE) olE Eo], n=95+ ¥9
A4 AES] RE +29] 95%% ¥¥3l= RE #
Ec}

Fig.8. ¥4 dlole] Al RE #i#9]el uwhd
KDDTest+ol w& AHZ(precision), A&
(recall), A& =(accuracy), f1-A5(fl-score),
a8l ROC(Receiver Operating
Characteristic)®] AUC(Area Under Curve)
e Bolsoh WEert $Ukek, & RE 71 #
o] Ae3hH A HAE gt ol AA Y )F] (o
& false positive rate)7} 7tashs Aol oA
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0.5

0.76
0.79

Fig. 8. Precisions, recalls, accuracies, f1-scores,
and ROC AUCs on KDDTest+ with the RE
percentiles of the training dataset

RE 71% Fkoll Wislel] w& oo} e AsAdF
(trade-off) A4S & BolFETh = RE 7| ko]

Arslm 37 WZel thak vlehE(false negatlve
Zagoeza Ad

rate)e] F7lsly A&

A} Al "o w23t 71E g Al EEHE:, Xé
A AEol dlgt exbgo] Aagtewy AHEE A
2 2kgstA Floh, fl-daee AEe) Adey =
3}t (harmonic mean)2Z RE 82-th #W&¢
A Hwgs Bl F oA Fhdse s FEelT

01 o gghest ROC AUC @l wshe] 2ol
1859} Wl 5a JehE waleh gl o
%EVMM] we 2yd Ang AT

Table 2.% S N A K
ekt A LE Bl
Fig.9.&= &4 dolg A9
KDDTest-21¢l] g tjekdt A5 AxE HoE
t}. RE 9%
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= o
=
P

error percentil

Fig. 9. Precisions, recalls, accuracies, f1-scores,
and ROC AUCs on KDDTest-21 with the RE
percentiles of the training dataset
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Table 2. Performance of the reference AE model on KDDTest+ and KDDTest-21 data set

Dataset Quantile RE Precision Recall Accuracy fl-score ROC AUC
KDDTest+ 0.82 0.00071 0.88812 0.92106 0.88902 0.90429 0.88387
KDDTest-21 0.82 0.00071 0.88532 0.89555 0.81958 0.8904 0.68639
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Fig. 10. Precision versus recall on KDDTest+ and
KDDTest-21 datasets
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Table 3. Performance of AE and the other deep learning models in the binary classification on

KDDTest+ and KDDTest-21 dataset

Dataset Model Precision(%) Recall(%) Accuracy (%) fl-score(%)
FCN(5] 87.7 94.6 89.4 91.0
AE 88.8 92.1 88.9 90.4
KDDTest+
CNNI(19] - - 79.4 -
RNNI(6] 96.9 72.9 83.2 83.2
FCNI(5) 87.2 92.9 83.0 90.0
AE 88.5 89.5 81.9 89.0
KDDTest-21
CNN(19] - - 61.6 -
RNNI(6) - - 68.5 -
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